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Recent reporting from +972 Mag revealed the devel-
opment of a ChatGPT-like capability for the Israeli De-
fense Force (IDF) to surveil Palestinians. This Large
Language Model (LLM), created by the secretive Unit
8200, is understood to be trained on the Arabic con-
versations of Palestinians that were obtained through
IDF surveillance. The model can then be asked ques-
tions about specific individuals, permitting analysts to
interrogate surveillance data with greater ease.
However dystopian this may sound, it is not the first,
nor the most dangerous, use of Al by the IDF. Indeed,
much attention has been directed at the IDF's use of
Al systems to assist in its targeting operations during
its war on Gaza. This article explores this topic in
greater depth, describing what can be currently un-
derstood about the IDF's use of Al systems, the glob-
al system enabling it and what lessons can be gleaned
from this case study.

Reporting of IDF Al Use

Al has been in use for several years by advanced
militaries — including the IDF — for both combat and
support functions. Notably, 2021 operations against
the Gaza Strip marked the combat debut of their
“Fire Factory” system, which analysed droves of data
to enable rapid operational planning for airstrikes.

In December 2023 and April 2024, investigative re-
porting revealed the use of the “Gospel” and “Laven-
der” systems, respectively. The reports indicated that
these models are used to assist in intelligence fusion

functions that are used to create target profiles, with
“Gospel” used for fixed targets such as buildings,
while “Lavender” aided in the creation of human tar-
get profiles. These target profiles are then analysed
and potentially struck, mainly through air operations.
A number of concerns have been raised, including
flawed data, model biases, a high tolerance for model
error, a low threshold for target identification and tar-
geting, a low level of meaningful human involvement,
a high tolerance for civilian casualties, and a lack of
post-operation assessments to improve usage.

Al in Military Targeting

While discussions on the military use of Al conjure
up images of killer robots, most Al use cases are far
less sensational, from predictive maintenance to sig-
nal analysis tools. The Al systems employed by the
IDF to aid in targeting fall under the category of
“Decision-support systems” (DSS) — technologies
which assist commanders and analysts in their de-
cision-making processes. Al DSS in the targeting
process may be used for gathering and cleaning raw
data from sensors, searching for actionable intelli-
gence, generating target details and/or for opera-
tional planning of strikes.

The use of Al in the targeting process is not inher-
ently inhumane, but it does have greater risks given
that it is directly used in processes that enable kill-
ing. Yet these risks depend entirely on how models
are trained, tested and employed. Biases, errors and
hallucinations must be minimized through rigorous
testing, while commanders and analysts must under-
stand the benefits, risks and limitations of these com-
plex technologies. Most militaries also require a level
of “meaningful human control” over the actions of
systems in operations, meaning that there are hu-

Panorama

255 Strategic Sectors | Security & Politics

25

IEMed. Mediterranean Yearbook 20



Panorama

256

IEMed. Mediterranean Yearbook 2025

Strategic Sectors | Security & Politics

mans who understand how the system operates,
can exert a level of control over the actions of the
system and are accountable for the system'’s ac-
tions. Even once successfully deployed, models
must be continuously reassessed, not only to further
ensure model accuracy, but also to prevent model
drift over time.

Most militaries also require a level
of “meaningful human control”
over the actions of systems

in operations

Theoretically, if models are responsibly developed,
trained, tested and employed, Al could be used to
enhance precision, accuracy and discrimination in
targeting operations. Using Al technologies to pro-
cess greater quantities of data than humanly possi-
ble, analysts could have far more rigorous depictions
of potential targets, permitting much higher accura-
cy in decision-making. Yet, as seen below, the oper-
ating procedures of the military in question ultimately
determine the impact of any Al systems being em-
ployed. For example, the threshold for positive iden-
tification of a target shapes the discrimination of a
campaign: assuming high-fidelity systems, a high
threshold for identification would reduce the risk of
civilian deaths due to target misidentification, while a
low threshold could result in an effectively indiscrim-
inate campaign against a population.

The IDF’s (INresponsible Use of Al

The IDF has yet to permit access to its systems, so
the nature of their functionality and capabilities can-
not be determined with specificity. However, given
the information available, it is clear that the IDF is not
using Al to refine their targeting, but instead to ex-
pand and expediate its targeting cycle (Sylvia, 2024).
The IDF has claimed that the use of Al systems like
Gospel and Lavender is as mere intelligence man-
agement tools for aiding analysts in their functions,
rather than creating targets autonomously. Yet media
reports have cast doubt upon the likelihood of a care-
ful, human-centred process, instead describing hu-

man control as a perfunctory check lasting under a
minute, with little indication that analysts truly under-
stand the capabilities and limitations of models. Fur-
thermore, the sheer number of targets struck by the
IDF — especially in the initial weeks of the war — lends
weight to the argument that humans are not mean-
ingfully in control of all stages of the targeting cycle.
Yet human considerations are crucial to understand-
ing these systems, as any Al systems in use would
exhibit the biases inherent in the IDF itself. At every
stage in their lifecycle, from model creation, to train-
ing, to testing, models incorporate the biases of
those humans shaping the system’s functions. Not
only do biases affect the accuracy of the system, but
they can also exacerbate existing practices within
operations. For example, the decades of Palestinian
dehumanization by both the IDF and Israeli society in-
creases the collateral damage considered accepta-
ble in their normal operational planning, leading to
higher cost in civilian lives and infrastructure. Simply
through being embedded with the IDF, Al systems
would undoubtedly incorporate a measure of these
biases and therefore contribute to inflicting dispro-
portionate and often indiscriminate harm onto the
Palestinian population.

Ideally, models would be continually assessed once
in operation to continue mitigating such biases that
survived the testing stage. A responsible military
would perform post-operation assessments to de-
termine operation success as well as how to im-
prove future civilian harm mitigation. These “post-
mortems” produce insights into the functionality of
any Al systems in use, allowing a feedback loop to
continually improve the models. However, the IDF
does not appear to be attempting to learn lessons
from its strikes. Not only did reporting attest to the
IDF tolerating a high error rate in Lavender (~10%),
but the IDF does not appear to recognize the contin-
ued large-scale killing of innocents as errors requir-
ing correction. Any changes to IDF procedures oc-
cur as a result of rare backlash from the dwindling
list of Israeli allies rather than a desire to safeguard
Palestinian lives.

Enabling Israeli Al

While the Al models used by the IDF — like Laven-
der and Gospel — have drawn widespread scrutiny,



The IDF does not appear to
recognize the continued large-scale
killing of innocents as errors
requiring correction

the systems themselves are only part of the picture.
Behind them lies a vast, often opaque infrastructure
provided by some of the most powerful tech firms in
the world. Al systems require massive compute re-
sources, storage capacity and engineering support
— capabilities that the IDF has not developed inde-
pendently.

Major US tech firms such as Microsoft, Amazon Web
Services (AWS), Google and Palantir have all con-
tributed directly or indirectly to the IDF's Al capa-
bilities. Despite facing internal protests and human
rights campaigns against their continued relation-
ships with the IDF, there has been no indication that
they will be dissuaded from taking these lucrative
contracts. Palantir has publicly highlighted its rela-
tionship with the IDF in supporting a number of sur-
veillance and targeting functions, while investigations
earlier this year revealed that Microsoft expanded
its support for the IDF in the aftermath of October
2028. The latter's services are provided across the
military and include engineering support, cloud stor-
age and compute, as well as broad access to GPT-4.
Google similarly deepened its provision of Al-ena-
bled data analytics to the IDF, although the exact
usage of these tools is yet to be reported.

Lessons to Draw

The IDF's operations in Gaza reveal a troubling con-
vergence: advanced technological capability cou-
pled with ethically reprehensible military conduct.
This fusion has enabled the disproportionate appli-
cation of force against a civilian population. The les-
sons are clear — responsible military Al requires
more than technical proficiency; it demands a com-
mitment to wartime legal standards and basic hu-
manity that the IDF, and its supporters, have thus far
refused to uphold.

This case study should serve as a stark warning to
the international community about the risks brought
forth by the irresponsible use of Al technologies in

warfare. The first step to avoiding such a future is to
provide greater transparency about the models in
use, from development and training to deployment
and use. Militaries must ensure technological litera-
cy in operators and analysts, limiting automation
bias and ensuring that systems are not seen as
“black boxes! Crucially, commanders and analysts
need to maintain accountability mechanisms during
automated stages of the targeting cycle, guaran-
teeing that a human is always held responsible for
machine decision-making. Most critically, compli-
ance with international humanitarian law must re-
main absolute. No machine, no matter how sophisti-
cated, absolves humans of responsibility. And when
those in command act with disregard for these obli-
gations — as we have seen — the use of Al only deep-
ens the injustice.

Major US tech firms such as

Microsoft, Amazon Web Services
(AWS), Google and Palantir have
all contributed directly or indirectly

to the IDF’s Al capabilities

International dialogue around Al and warfare must
involve greater enforceable international accounta-
bility mechanisms — whether through existing bodies
like the UN or new multilateral frameworks —, other-
wise rogue actors will continue to exploit Al with im-
punity. Without meaningful accountability, techno-
logical advancement will not make war more humane;
it will simply make atrocity more efficient.
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